,..n.JIa.n.n.n;

Gliugyll a ,._l_all
ofVip—gp a1 > o
Glaayl

ddleiall yuleallg lwjlaall Jradi wilc dtitall gl punll oYl Gulhio pagi ga dwluull cAa Ja gasall
aleng by dypall wll dreasy Aolall duidillg dilagleall Jgail wile Alnlnlig Jgaall abiga &)lal
Wlaal wile jus,ill JYA Ja cllag dua)lallg dudalall Olayaaill Jo laiilang dwil puull ghlaall Juléil
Lmdlgig danioYwg «ilagleall &y g dulasll duwbwl

Adell ala draihiillg drey pinill Gllhiallg vl puull ga¥l Gllhiay 6l iV wl] dwluwll cis Gani
djalall (ECC-1:2018) wuil puwll ga¥ll duwbwil bulgall ga 1-€-€ ad) hulall yia yiey pili ulha yaang
il ] galll duibgll duall ga

Guhill dulilag Jaell Glhi

wle duhiig «iliugl éupall ull dueasy dnlall duidillg dsilagleall Jgoll gras dwlull cda phei
Gl lly dupall il &goan nia gulaloll gias

duwluul] agiy

(Identity and GlilaMnlig Jgaall alga d)la] -1

Access Management)
Gl Mall 6la) |-

duidillg dyilagleall Jgoill Jgagll GlnMa Aia dui angy Jgagll &)laY <l alaiclg didgi  1-I1-I
Laduhi ga 2slillg AUVl oda dudl pagailing Pl dypall ul dreas wié Lalellg Laliaoig




Jsaall Sl ga 5 1) A

.......................................................................... Il dnar
Cilugyll apalil

orv: ol ay 4 a i TITo)

dnlall éuauiillg dyoyuitill Gllhiall laag (User Identities) groasiwall Gliga cliti]  €-I1-1
-Alayglly dypsll il dueasy

é&ua)n padiwall aio Jué Laviam Ja Gésillg (Authentication) gasiwall duge gao @asill  F-I-|
éyiéiillg dyilagleall Jgnyl wil Jgngl!

wile cliy (Authorization) graasiwall lnlng Aulai 8,laY (Matrix) dagana slaiclg wivigi - €-1-1
:élill Gl )nallg Jgaall asaill ssba

.(Need-to-Know and Need-to-Use) alaziwYig dayeall vl dalall iaa 1-€-1-1
.(Segregation of Duties) glaall Jndiya  C-€-1-I
Least Privilege) aljuiaylg alnMnall ga wiaYl aall iarg P-E-1-1

il da2aa wné dsilogleallg dudill Jgoil gra wile Alslallg Gésill hylgs duki — E-E-1-1
w slaill JgSgigy Jia (Jgagll via aSaill Ul §jSya alkai JI go alingll sl
.("Lightweight Directory Access Protocol "LDAP) bl Juall

duidillg duilagleall JgnYl vl Jgngl (Generic User) as jiiiall Gblwall aladiwl gia 0-&-1-I
-Olayg Ly dypall i édueasy dolAll

dSession Timeout) 63320 éuiaj 6ia a0) Lgl.nu laa)e| aid dakiyl alalac] hua 1-E-1-1
(@418 10 iall jglaii Vi vuagy)

jolaii Vi vungy) 6330 diiaj 6)ia JYA Aoadiwall pé groadiwall Gblwa Jihei  V-E-I-I
(logy 9 - &jiall

@ @bear 527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 alpi 87.01.p0 0143823255 (u5la 0143822209 waila 0509940103 Jlga




j=dl Ga00n
gl c __,._g;ll

ofVip_dy ya_ 1 ~ uo

Jauwi gl vl Saawll Juw)Y Jgngllg abgaldl 6)lal dahii aiax dlalac| hun N-E-1-1
il gl gadl &udlypag &lan¥l aMaw é)la] dwluwl ldag §jSpa dudlyag

dahilll alilwll aclgs ga piball Jaleill gi Jgngll Gln)n gassiwall ia gac 9-E-1-|
alilwll aclgé wapiia €A ga wifingg dada alauhill JYA go &b Jgsy éun dwlusll
[Database Administrators). [CSCC-2-2-1-7)

Ja aslillg (Service Account) dlaaall abbwa ga Jaleill danlg dleljal] slaiclg widigi 1+ -E-1-1

Interactive ) wlelaill s pinll Jgaall Jiheig dakillg alduhill gu Lo gal JSuiy Lavi)ls)]
(CSCC-2-2-1-7) .lal)A ga (Login

Jgaall @ Aia (-
:geaadimall ablwal Jgaall @a aldhia  1-€-1
Jo aaieall alhill duyh je gi adgai Jia Ja gadiwall ulh wic cliy Jgaall &nln aia  1-1-0-1
ulhll ggig alhill awl awd 333y (System Owner) albill cllag pilall opaa Jud
(@isga Jgaall &nln qils Jla wid) Laiaag dunlinlig
dupall pll dueas dnlall Audillg dilagleall JgoVl wil Jgngll ¥x gadiwall aia €-1-(-I
.y &nlall Glggduallg jiga¥l ga ddlgiy Loy dliug Ly
laglai aiy will albliill guii A ddyphy groadiwall Alga cbity 6aaga adl glil F-1-C-
Ja Jg¥l @pll> alis Jia (aasiwall ga lahyg (User ID) "gasiwall duga” alaniwl
Jgdwa sl lauwa @jeall wbgall ad) @lis gi <padl awyi> dhdi <Jgll aw)l
dgpiull 3)lgal
adgll yudi g 633ein Gluwly djmai go gadiwall Jgas Jrawi &uilSal Juhoi E-1-C-I

.(Concurrent Logins)

@ @bear 527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 Albi 87.01..p 0143823255 usla 0143822209 waila 0509940103 (Jlga




Jyaall s 54

e SADT
Glaugl dapall

orv. ol dy 1 a nTITs)

dwlwallg dolall Gblwall Jgogll @a aldhia (-(-1

ol way uoadiwall ablwal Jgagll @ aldhia awé wia 8)gSall hylgall wl] AalaYl
:dawlunllg doladl alnall Al ablwall wle olisi dabgall hylgall dihi

dalall Slnnll ggulhy guall groadiwall 358 a3diwa Jgog @ Juei 1-C-C-1
3a¥l go dudubgll amalaa wilc cliy @all Iam amsiag (Administrator Privilege) dwlalig
.alaall Jna iaa juicYu

wiill gpall ailals aac giiil (Password History) jg;all dals Jaw Jiedi uy C-C-C-I
Lol ai

dola Al )n wle dlalall Shlwall ingaag dwsliayl blwall clawi juei  P-C-C-|
Alkill @oa" ulwag (Admin) " alkill pas" glwsg (Root) "vuwsil ulwall" Jio dwlung
(Sys id) "ayyall

dulioiiill Gllaell vié dwlwsllg dolal Al all Al ablwall gladiul gia E-C-C-1
-Guagdl

Jogol wile dwluallg dalal Al Mall als gaasimall ablws ga @éaill 0-C-(-1
Multi-Factor ) yoliell saeia dygall Ja @asill dul J)a ga dyilagleallg duidill
:alill &yhall go JaVl wile gidyh alasiwl ("Authentication "MFA

(")g,all dals Jia" pgadimalleadjoicyull) dajoall =

Jilull gi dyslgiite ald)i aygi jlana gi aolip Jia" hid gasimall aSla) equil) Gjuall - =
("One-Time-Password") Laulc ilhig (" Jgaall Juauwil didgall & undll

('gunYl dany Jin" had awai gadiwall) déloin diges daw gl dan) dajllall =

@ @bear 527 @ ber527@hotmail.com www.ber-alrweedat.sa

931 Albi 87.u1.p 0143823255 usla 0143822209 waila 0509940103 Jlga




Jsaall by s 3 )l) Al

e GO
Gltugdl apall

ofVip_d8p ya_| ~ uo

dahill 6)laY daadimall GakiVig Awlusll AakiVl wil Jgogll ulhiy gi uay 1-C-C-1
.roadimall grasl (MFA) yoliell aaeia dugall ya @daill gladiwl Lavie)liog dwlwsll

Gligylly dypall il daeas Cléwi wf ae) e Jgaall P-C-|

U3l wile Jgnall o) duidillg dsilagleall Jgoll ae) jc Jgaall &nln Jia 1-P-C-|
poliell aaeia dugall Jo @asill gladiwl Jgaall audig dlagleall ALidl Jgguwa (o Wiuua
AMFA)

Leisél yag énlall ae) ge Jgaall Glwls grasy ddleiall &laal Glaw Bas C-P-C-1
.uidillg duilagleall JgoVl Auulws wuws

Jogogll @ jueig clall  F-I
Al claYl AlaiY alagleall Auidi Jgguwa gulii dupiull 3)jlgall Jgdwa wle uxy P-(-I
Aasiwall gy draihgll adlell claiil/clail gi aolaa juei gi gadiwall JU4lil aic
Juaei gl «ldily Ologleall dudi Jgdwe agéiyg .liugyl dupdll ul dieang
.83yaall duaybagll aslaa wile eliy gadiwally dnlall Jgaall alnn
Aadiwally dnla)l SlaaYl Glaw @b3a giay @adiwall Aln)n @l @i Jh wa E-C-I

il ] 3ol éudlpag Elan Yl Slaw 6)la) dwluwl laag Lakhas aiig

@ @bear 527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 ol 87.u4.p 0143823255 (usla 0143822209 waila 0509940103 (Jlga




bl | Gk
iloug U aspall

OrV:p 4; 1a Ao

alnallg Jgaall aliga dealya -(

duidillg dvilagleall Jgn¥l wil Jgngll &unln Ja @daillg (User IDs) Jgaall aliga deala  1-€
dealyag dijga Glnlnllg Jgaall asaill salo wile clis gadiwall duduthgll alaall Laag
JaVl wle ol @M JS 6aalg dpa dwbwall dakhiYl wile Jgaall aliga

Aasaill 5ol wile cliy éuidillg dvilogleall Jgoilu (User Profile) dnlall Gls)all dealya -
wile Ligiw 8aalg 80 dwlwall dakhiVl dnlall abslall deslyag <i.u9:n alnnlig Jgaalu
Javl

{193 Lmioal ag daalillg dlblall Jgagll GYglag giaa diyigig Juaui way F-(

J9sall Glals &jla] -

éupall pll dgeas Jals ablwall grasl dle ples i3 jgpall dalsl dial dwluw Gyuhi  1-F

:Aa3iwa J&l jgjall alals hylga wile dliai olisi Jgaall ganiig wiltugll

@ @bear_527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 albi 87.01. o 0143823255 (usla 0143822209 waila 0509940103 (Jlga




Jsaall b e 3 )la) Al

aleasll ablwa

(Service Account)

ald guoasiwall Ablws
dalall Alsnll

duuliunlig

(Privileged Users)

(All Users)

e GRS
e e G

ofVip_dy ya_1 > suo

Jgsall Glals bylgs

gi plajigi@apin | . gl @pi N dals Wi aael wiayl aall
, Ija)gllag)gllap It g
j99) jgaglald)l Jgall
Jgya alals 0 j8Ai Jgya Glals 0 4&Ai Jgpa Olals 0 45ai Jgpall 4als Jaw
; ; : dals jaol wile Yl Al
logs €0 logs €0 lags IN- gesd
J9all
Jeaa Jodn Jodn Jgsall dals aéoi gaa
r?M4dsV= R@rS/7qY#btu D_dyws$_ Jgall dals atdei wic Jlio

wia gi Gdyds M-

Ag4y wiin gi dduda 1 -

wiia gi dduda -

day albull agdy clay alhill agdy lwall @)é| dan
S @)eYl flay alhill AT A
G)eyl G)eyl
¢ aYglaa 0
dauan ué OY¥glaao 0 AZER
OYglao aagi V _ i Juawil daian wlwall @) an
Jgaall Juauuil .
Jgaall
.-”) . nn“u: F .
Haall agéy) adrda - A
@)e| Elay paall @)e| alac by dale)
gty wlwall B)e| Elay
. dleall gbwall diiea 6)ia )90 a0y yluall
(Lgay iloall )
(Ligay
o P Jgaall wile Joda 3a0ia @anill gladiwl
hddao) e Joliell




Jsaall il e 3 la) Aslys

e Gl
e gl @l

ofVip—dp ya 1 s wo

Jgall Gilals yulea €-P
JaVl wile @pai (M) jgpall dals ganii gi uxy 1-C-P

aulill jgayl ya jga) @il ganiig (Complex Password) dadea )gyall dals gg&i gi uay (--P

:JaYl wle
Upper Case Letters) 6us @yl I-C-C-P
.(Lower Case Letters) 6 pen @l C-C-C-PF
(ITP0) ald)i P-C-C-p
(#/*@) dnola jga, E-C-C-P

Jid ygyall dals juol) amusSail jgpall dals dnlo claiil b groasiwall jlodl gy F-C-F
Ax)nll claiil

aic diggall jgpall dals yuei ulhl dudillg dsilagleall JgnVl 44lS Glalac] huh wag E-C-F
.63a Jg¥ Jgaall gadiwall Jiauwi

wa laniudi Jué duidillg duilagleall JgnVl grasl dwaljia)l jgpall alals gias juéiusy 0-C-F

aliiyl diy

«Publicy :Jia) éunlyiayl (Community String) éunill Juwuwll g0 Jlals juei axy 1-C-F
JUgsi i g (SNMP) bl asuiill é)lal JgSgiguu dnlall («Systemsyg «Privaterg
uioall duigill JgoYl wié Jgaall Juawil doadiwall jgpall alals ge dalisa

@ @bear_527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 2ol 87.01.00 0143823255 (usla 0143822209 waila 0509940103 (Jlga




et B

Glaugl dapall ™

OofVip—dp ya |l o

jgsall clals dylan P-P

upall Wl édueasy dnlall édyidillg éilagleall Jgolll jgpall Glals guax paiil uxg |-F-P
dwlu laag clag laiyjaig Laldig Lallas] elifl deljall dLle e oy aliugl
g . N .‘"

LAublill clelallaa] aic jgyall dals (Mask) elas] g €-P-P

Olayhillg dakil wile (Remember Password) ")gall dals j8ai" duwnla Juhoi way F-P-P
-Olag by dypdll pll dreasy dnlAll

.« Llas jg;all dals wa (Dictionary) dagjeall alalsll gladiwl gia €-F-F

.Gigigag dial ddyphy padimall dnlall jgyall dals atwi axy O-F-F

Sl dluug i gi cifiiyl gi @ilall duyh gc jgpall dals guei dale] gadiwall ulh 5] 1-F-F
.)gsall als Juei éale] Jud gadiwall dyga Jo Gaaill ga 2y Mo

dolall GUsMall Gld Gblwallg doadll Ablway dnlall jgiall alals dglan wag V-P-P
alasiwl gi (dijd i agisa @lea Jala) qulia gdga wid Jal JSuiy Laniyjaig dwlualig
Privilege Access Management ) ﬁmliu.:]lg dalall OGLuaMnll 6)lalg hany dnlall Gligill
.(Solution

SAl allhia -

@ @bear_527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 Albi 87.1. o 0143823255 wsla 0143822209 waila 0509940103 (Jlga




Jsaall il 5 5l s e

el kIO
Glaugl apall®

OrVIp 4y 1a | 2 w0

Jgaall alga 6yl jaiwall pghill glaal (KPI) clayl gulid piiga gladiwl gy 1-€
.alnnlig

.i.yg: alnnlig Jgaall abiga 6jlaY vl puwll a.aill Jllhio duhidealjg sy (-€

allhiall ¢a Olwei dgan Jb wa gi JaVl wile Lgiw Awlull oam dealpe uxy P-E
.adlell als yuleall gi drarhiill gi drey il

allgguallg jigadl
.Glagleall Auidi Jgduwa :dwluull Adlig clllag wicly .|
.lagleall uidi Jgéua :laiyanig duwluwll dealya €

. dapinll 3)lgall Jgduag dlagleall éuidi Jgduwa laduhig duwlunll Maii P

cuuluull al VI
.i,_uqa dunlull odang Glaug Pl dapuall ull dueas aljill glan dlogleall duidi Jggua wile g
Cunluull odang al VI Slaug Pl dopall ull dieas (nid gulalell 4als vile uny .C

duoa wa doiiall dlelp Yl wuws guali clja] wif dallaall wals dwlll oal dlaiil i ypey ad P
ailig L dypall i

@ @bear 527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 alpi 87.01.p 0143823255 (usla 0143822209 waila 0509940103 Jlga



pdl dunon
laugl apall

OrVZp dp 1 a Ao

abiginall

daanll £98gall
Y Glaal
¢ Guhill dulilag Jaell blhi
c dwluull gy
I Glugduuallg jigadl
Ie awllly al Uyl

_ . o
@ @bear_527 @ ber527@hotmail.com www.ber-alrweedat.sa

71931 aloi 87.u1.00 0143823255 (usla 0143822209 waila 0509940103 (Jlga




